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adyta
Introduction

Adyta.Phone is a mobile phone application providing secure communications via strict end-to-end
encryption on both, messaging and voice communications.

The application supports three modes of operation: Personal, (federative) Hybrid and (federative)
Isolated, that define how accounts can interact with the environment. Further details will be
provided throughout the document in the respective sections.

1. Onboarding

In the first interaction with Adyta.Phone the user is presented with an onboarding sequence to
ensure the user is informed about every permission required for the apps’ proper functioning.

Welcome to Adyta.Phone

Adyta.Phone allows you to safely
communicate with anyone with strong
end-to-end encryption! We make the world
better and you don't even need to worry about
it

Welcome to Adyta Phone

Lorem ipsum dolor sit amet, consectetur adipiscing
elit, sed do eiusmod tempor incididunt ut labore et
dolore magna aliqua

Figure 1 - Onboarding Screen (i0S) Figure 2 - Onboarding screen (Android)

Upon onboarding, the user will be able to choose the account provisioning mode (personal or
business account) or recover an existing (personal) account, as illustrated in Figures 3 and 4.
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<phone>

Welcome to
the safest
messenger

Please choose below the type of
account you wish 1o register

Personal

Already have an account? Recover it here

Figure 3 - Account Provisioning Selection Screen (iOS)

Business

adyta

<phone>

Welcome to the
safest messenger

Please choose below the type of account you
wish to register

BUSINESS

‘ PERSONAL ‘

Already have an account? Recover it here

Figure 4 - Account Provisioning Selection Screen (Android)

To register a business account the user is required to use a provisioning QR Code generated by the
federation’s administrator. The QR Code contains information about the account being registered,
bound to respective federation. To provision the account the user can scan the QR Code and, on
success, the user is re-directed to Profile view before advancing.

8:35 ol T -

< Back

Activate Account

9 b;
ACTIVATE
ACCOUNT
Please scan your QR Code
tup ness accour

Figure 5 - Business Account Provisioning (iOS)

€  Activate Account

@ p

ACTIVATE
ACCOUNT

Please tap below to scan your QR Code to set
up your business account

B2 sTART scaN

Figure 6 - Business account registration (Android)
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Personal

To register a personal account the user is required to purchase a personal license from the store.
Upon clicking on “Purchase Account” the app will open the store with all the available license
subscription plans available for purchase. The user must select the desired plan and finalize
purchase.

N23&dao Nl =11 43 1M23&da@

1719 w T 1719 - T

< ¢ Personal Account & redeen <  Purchase Account <  Select aPlan

Personal Account ADYTAPhone
Subscription Plans @ 3 Months License 44,99 €
Subscrigio Semestral @
SR 5 4 6 Months License 6&?99 €
N L) 7099¢€ @7 A ' L
Subscrigio Anual N
2 Y
ﬁ ¥ Owned 3 J
AV

Upon completion, the user will be able to select the recently purchased subscription and move to
the subsequent screen where he will be asked to set his public profile (personal account).
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Setting user’s Public Profile

To create the public profile the user will need to input its first name, last name, a unique username
and a valid password that follows the password policy. When defining the public profile after
scanning a business account QR Code, the profile will be pre-populated with suggested information.

Scenario 1 — Invalid Username
It is possible that username defined is already taken. In this case the user must choose another

username and verify his selection by pressing the “Verify Username” on iOS and “Check
Username Availability” on Android.

Scenario 2 — Username valid
When the username being verified is valid, the user can proceed to fill the remaining fields meeting

the requirements and proceed to “Register Account’. Additionally, the user can change his
username and subsequently verifying it again.

- . B 23:07 = 1729 = @ & N[ .1l 681 1727 @ & =
< Back < Back € Set profile € Set profile
Set Public Profile Set Public Profile
First Name First Name P— o
Jimmy | Jimmy | [ Jimmy ] [ Jimmy ]
Last Name Last Name
| say | Jay | Last name Last name
Username Username [ Jay ‘ [ Jay ]
jimmy \ Jimmy.j L] |
Verify Username(@) jimmy, ‘
b Recovery Password @
Recovery Password ()
Ql AN USERNAME @
o) ‘ 0
® ‘ 9| Password
[ ............. ® ]
/ 8 Charactars.
/ BCharacters: ~ 1 Uppercasa
1 Upparcase /1 Lowercase Passwor d
/1 Lowercase /1 Number Password
1 taumbar /1 Special character [ ............. ® ]
W 1Specialgharacter ] sessseseseene ®
REGISTER ACCOUNT
1
1] @] < 1 O <

Figure 7 - Setting public profile (i0S) Figure 8 - Setting public profile (Android)
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Recovery

If the user needs to recover an account, it had previously provisioned it must click on “Recover it

here” link on the bottom of the screen upon which the user will be redirected to the “Account
Recovery” screen.

In this screen the user must input his account’s username and recovery password that was setup
during the public profile definition. Upon clicking “Recover Account” and the account credentials
being successfully verified, the user will be presented with the recovered data. In this stage the user
can select the contacts he wishes to recover and proceed to finalizing the recovery process by
pressing the “Finish Recovery” button on iOS, and “Recover Account” on Android.

N{ Tl 70 1711 @ =
718 EL et wEE : e

< Back < Back € Account Details
Account Recovery Account Details
Username First name
Username First Name 2 3 "
[ jimmy.jay ] [ Jimmy ]
limmy jay Jimmy
Password Last Name i
. oy Password JBY ]
............. ®

Import Saved Contacts
“OVERED CONTACT 22

Deselect All Select contacts you wish to add to your
overed account

@ @ SELECT ALL
Recaver
@

o L]

RECOVER ACCOUNT
Finish recovery

Figure 9 - Account Recovery (iOS) Figure 10 - Account Recovery (Android)
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2. Chat
The chat window can be accessed by clicking on the chat icon in the bottom panel on iOS and the
top panel on Android, as depicted in Figures 11 and 12.

Marry Jane

Jimmy Jay astords
A fimimy Hello jane

Q

- . o
Figure 12 - Chats Screen (Android)

Figure 11 - Chats Screen (iOS)

Open a specific chat screen

A user can open the chat screen by clicking on the desired chat entry from the available list

1108 -

3] 2 Adyta [+
Chats
Marry Jane

Jimmy Jay Vesterd
@ Hi Jimmy %\@7 Hello jane ({E}j

&

w «((@)e
) In o) <

! Chats
Figure 13 - Opening a chat window (iOS) Figure 14 - Opening a chat window (Android)
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Send message

Atfter clicking the chat window will open with all the message history for the selected user. The user
can then type and send a message using the input section at the bottom of the screen.

1:48 & = 4 A

< Chats Q immyJlay N & Marry Jane
P niaa - Marry Jane added b
fiello jane Jimmy Jay
ot < Chats g L

Hello jane
: 134 Marry Jane added by Jimmy Jay
Hello jane

1:34 5
Hello jane

11:34

Marry Jane
Hi jimmy

How is it going? %
Hi jimmy % ® later a bem
«jimmy» just ja 1213045060789 }0

giwlelrjtiyjujifjolp
® alsfdiflglhlilk]!
new message. @b f zZ X c v b nm a
1#1 > Portugués (PT) " %=1
1] O V.
Figure 15 - Sending a message (iOS) Figure 16 - Sending a message (Android)



Making a call

To start a call, the user can:

adyta

1) place a call directly on an existing chat; This can result in a direct call or a group call, if the

chat has more than 2 members.

2) place directly to a specific contact by opening the contact details screen and pressing the
start call button, as illustrated in Figures 17 and 18.

1:48 &

< Chats 9 Jimmy Jay ‘

1:038 w T

11:34

¢ Contacts Marry Jane

Marry Jane
adyta.on.adyta.pt

©Q

new message...

gL B o

Figure 17 - Start a call from chat and contact screen (iOS)

134 daD -

€  Marry Jane

Marry Jane adde]

< Marry Jane

Hello jane

11:34

Marry Jane

I q Q °

Figure 18 - Start a call from chat and contact screen (Android)

10



adyta

Undergoing call management

Upon placing a call, the user is presented with the screens. The buttons presented in the bottom of
the screen allow to:

e Toggle (ON /OFF) the speaker

e Hangup / leave group call, whether it's a 1-on-1 or a group call

e Toggle (ON/OFF) microphone, effectively canceling outgoing audio streams

[ 12:02 e N34 L& -
< & Marry Jane Call

®

Marry Jane

global.adyta.pt

Jimmy Jay

® Jimmy Jay @ Marry Jane

¢ 00:01

Q@O0

Figure 19 Call window (iOS) Figure 20 Call window (Android)

When a group call is received but the user is busy (either has another Adyta.Phone call
undergoing or a cellular phone call), he will be allowed to Join the call later, if the call is still
ongoing.

11
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Joining an undergoing call

The user can join a call by pressing the “Join” button on the banner presented on the top of the
screen. On success, the user will be presented with the call view.

=2 .
¢ Chats 9 Dev Team (N 202 @

<  EquipaRH

% OngoingCall

% Ongoing Call

Marry Jane' joined the chat

ADMIN OPERATION

Anténio José
Uimmy Jay' joined the chat

Ola equipa,

13120

1350

0l Anténiol! Excelente!

Vamos entdo falar sobre
a proposta para o Cliente
Internacional?

1254

Anténio José

1355

new message.

Figure 21 - Join ongoing calls (i0S)

Figure 22 - Join ongoing calls (Android)
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Create new chat

In the main chat screen, there is a @ button on the top right corner of the screen on iOS and a ©
button on the bottom right corner on Android which allows the user to create a new chat.
Alternatively, the user can create a direct chat by opening the contact detail screen and pressing
the start chat button. This latter approach will direct the user to a 1-on-1 chat with the desired contact.

- = 8D M40 @& @ - Nf B
5 8+ Adyta ‘% Chats i global  ~
11:03R W Fm =
¢ Contacts Marry Jane -
Jay Yesterday Marry Jane
3 Hello jane
Marry Jane
adyta.on.adyta.pt Marry Jane
(®)- !
® L W o
catls chut oty o o 2
Figure 23 - Creating a chat (iOS) Figure 24 - Creating a chat (Android)

The prior approach will direct the user to a sequence of screens that will allow him to choose the
account (in case there are multiple provisioned accounts on the device), followed by a list of related
account-related contacts he can select to invite, as depicted in Figures 24 and 25.

13
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& New Chat « m'l‘ Chat
% @ Marry Jane

Marry Jane
< Back o

< Account Selection Bac ﬁ
b @ Jimmy Jay :
global.adyta.pt L
global.adyta.pt
T %
Jimmy Jay &7 N
adyta.on.adyta.pt

Marry Jane

@
O Marry Jane &

nter-faderative communications is only sug
hen using the 'Adyta’ { Personal sccount
Jimmy Jay
O.,.,., ?7 °
Marcelo Santos
(@)t °

Jay Santos

11} O
Figure 26 - New chat configuration (Android)

Figure 25 - new chat configuration (iOS)

After finishing his selection, the user is the directed to the last screen where he is asked to set the
chat information, like the title, an optional description and whether it is to be marked as favorite.

11:088 = % vdlizso
€ New Group
< New Chat Chat Title Create )
Group Name
. Adyta Team
Chat Title
Jimmy & Marcelo Description
rGroup Chat for Adyta Devs l
Description
Save as Favorite

Set as Favorite

Figure 27 - Chat configuration - final setup (iOS) Figure 28 - Chat configuration - final setup (Android)

Clicking on “Create” on the top right corner of the screen, on iOS, and the @ button on the bottom

right corner, on Android, will create the chat and open its respective screen.
14
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3. Call History

Calls performed in Adyta.Phone generate a call history entry which can be accessed by pressing
the “Calls” button in bottom pane, on iOS, and top pane, on Android. If the conversation or group
chat still exists, the user can click on the respective call history entry to immediately repeat that call.

16:15 -
@ “S" messenger-adyta Edit
Calls

All Missed

TODAY

James Cliff . Marry Jane 11:35 >
Canceled o 7 00:05
Devs .
3124 3
00:37
Devs
24 >
Canceled

= 9 w e
Il @]

Figure 29 - Accounts Screen (iOS) Figure 30 - Accounts Screen (Android
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4. Accounts

The user can access the Accounts page by
clicking on the Accounts icon in the bottom
panel for iOS or the top panel for Android.

adyta

On the main account screen, the user will be able to see all personal and business account that the
application has been provisioned with. There are also options to recover an account, log into a
different account and switch between the already provisioned accounts.

1102 ¥

@ Accounts 09
S ACCOUNTS

Marry Jane

ADYTA ACCOUNT

O Marry Jane

Marry Jane

= . (O

Accounts

Figure 31 - Accounts Screen (iOS)

1225 @@ -

Accounts

Jimmy Jay N
global.adyta.pt

Jimmy Jay N
adyta.on.adyta.pt

Figure 32 - Accounts Screen (Android

Il @) <
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Account details

In the Accounts screen, selecting the account to inspect will direct the user to the “Account Details”
view. Here he will be presented with account details such as license information, the connection
state and the sharable QR Code. On iOS, the QR Code can be disclosed/undisclosed by pressing
the eye icon in the “Account QR Code” section.

To present the QR Code in full screen, the user can press the diverging arrows (top right corner of
“Account QR Code” section) on iOS, or by pressing the QR Code on android.

2:25 = & Nl =l 55% 8 4:54 o Sl 74%
n102 -4 s - s 225 =R e VLSS 145 = b

& Accounts o < Accounts  Account Details Accounts €< My Account Details
=] S Type Enterprise
Marry Jane Type: Adyta Jimmy Jay N Duration 21-07-2023
() global.adyta.pt )
&7 Duration: 270 Days @ﬁ)‘j stite e
. Aetive () Jimmy Jay
State: g @ adyta.on.adyta.pt

Connection State
Marry Jane NNECTION STATE
State Connected

Status: ~onnected @

ff@

Account QR Code
c6589f5b-978c-4c¢7d-9c5¢-47b8851d1df

? 4 GE
© it
Q@u DR

o c SHARE QRCODE
3 S iG] Cg\ % ™ o 4
Accounts, " (o) < i @)
— 7 —

Figure 33 - Account Details (iOS) Figure 34 - Account Details (Android)

"
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Sharing QR Code

To share the account’s contact QR Code, the user can press the “Share” button on iOS, and “Share

QRCode” on Android. This will present a menu with multiple options / channels the user can choose
from to export the QR Code.

= € My Account Details
v EI] % Marry Jane QRCode %

Type

Enterprise

Duration 21-07-2023
7 Nearby |[ &2 Ear |
State Active
u@
o v.mg.x&j o s N Sk o
Copy, & Account QR Code o
a1 [— scoNows Phosos
Jolead 20 2
Save to Files

Untitled Workflow

Edit Actions.

Marry Jane

9 o ©

: &
Figure 36 - Sharing Account QR Code (Android)

Figure 35 - Sharing Account QR Code (i0S)
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Provisioning additional accounts

Adyta.Phone allows users to provision multiple (business) accounts. To do so, the user should start
by pressing the add account button (top right on iOS, and bottom right on Android). This will open
the account provisioning view that allows the user to scan the provisioning QR Code he wishes to

use.

NBEdao

< Activate Account

@ Accounts (%

b < Cance Add Account
BUSINESS ACCOUNTS

Marry Jane Jimmy Jay X

global.adyta.pt

Have another Account?
Jimmy Jay B
- adyta.on.adyta.pt =
O Marry Jane -— ~ / -
[ ‘o 2 ‘ KQ/
) ./
4

|
\ ACTIVATE
SWITCH ACCOUNTS o . ACCOUNT
ACTIVATE
ACCOUNT
Adpta
Please tap below to scan y:

Marry Jane
Scany e (QR) Code up your busine
a 1sing
1
= . L] 9
Contact Calls Chat ACCUUH[/E 0 =
— — a5

Figure 37 - Provisioning Additional Accounts (iOS) Figure 38 - Provisioning Additional Accounts (Android)
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5. Contacts

To access the Contacts screen, click on the Contacts icon in the bottom panel on iOS, and the top

panel on Android.

I - N3 @0 - i vl 45% 8
@ 2+ adyta o{ Contacts global ~ | £
Contacts

Marcelo Santos @ Marry Jane
global.adyta.pt global.adyta.pt

1] (@) <

Figure 39 - Contact List (iOS) Figure 40 - Contact List (Android)

In business accounts, the user contact list is setup by the organization’s administrator, and it is
automatically received on the device as soon as the user provisions the account. Personal
accounts, on the other hand, require the user to manually add his contacts.

20
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Add new contacts

The user can add new contacts by clicking on the o= button in the top right corner of the screen for
iOS or in the @ button in the bottom right corner of the screen for Android. This will present an
additional screen that allows the user to start scanning the QR Code of the contact the user wants
to add. Once scanned the user will be added to the contact list.

nNateao Nl Tou 45%8 N &Ead

Import Contact

RIBIFY o
® “2* adyta o Contacts global ~ | &
Contacts b ®

Connect to Other People M
¢ Connect to Other People

O Marcelo Santos @ Marry Jane )
global.adyta.pt global.adyta.pt
’ } w -
N
i w y
v J /
A ¥

s -~

Scan their QR Code to add them to y
contact list

@S0
[ 1
—ALNLI w0 < |

Contacts
~ ——— —
Figure 41 - Add new contacts (iOS) Figure 42 - Add new contacts (Android)

you
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6. Settings

The settings of the app can be accessed by clicking on the & putton on the top left corner of the
screen for iOS or the ™ button in the top right corner of the screen for Android.

a ) 2:25 =
@ “&* Adyta (] Accounts
ats =] .
Jimmy Jay Jimmy Jay >
global.adyta.pt
Jimmy Jay >
adyta.on.adyta.pt

] (@] <

Figure 43 - Settings Button (iOS) Figure 44 - Settings Button (Android)

On the settings page of the app, it is possible to manage backups, view app-related information
(terms of service, privacy policy, etc.) and reset the application data.

€  Settings

Settings

General

(&) Backup

adyta

< Phone > @  About

[+] Backups

ADYT
() About

S Troubleshoot

[ RESET APPLICATION ]

Figure 45 - Settings Pane (iOS) Figure 46 - Settings Pane (Android)

(® Delete Application Data
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Backups

Backups management can be performed by turning the toggle ON/OFF.
When enabled, they happen periodically, every 24 hours. Moreover, an additional button is

presented (“Backup Now”) enabling the user to perform instant backups.

<  Backups &  Backups
{ Setting Backups < Setting Backups
Contacts Contacts
Backups are encrypted a Backups are encrypted and stored in the .
Contacts Contacts (> b
Last backup a1 2610 1634

&

@
o

. < 1] 0 <

Figure 47 - Backup Management (iOS) Figure 48 - Backup Management (Android)
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Reset Application Data

This functionality will effectively reset the application to its initial state. The user will be presented
with a confirmation message and, upon confirmation, accounts, contacts, chats, call history, etc.,
everything is permanently deleted from the device. Manually added contacts that were not backup

up will be lost, and the user would have to add them again.

&  Settings

v Settings

General

@5 Backup

adyta

< Phone > ® About

GENERAL

[¥] Backups

(i) About

‘}( Troubleshoot

RESET APPLICATION @l

@] <
Figure 50 - Reset Application Data (Android)

® Delete Application Data

Figure 49 - Reset Application Data (iOS)

24



	iOS and Android Application
	Table of contents
	Introduction
	1. Onboarding
	Business
	Personal
	Setting user’s Public Profile
	Scenario 1 – Invalid Username
	Scenario 2 – Username valid

	Recovery

	2. Chat
	Open a specific chat screen
	Send message
	Making a call
	Undergoing call management
	Joining an undergoing call
	Create new chat

	3. Call History
	4. Accounts
	Account details
	Sharing QR Code
	Provisioning additional accounts

	5. Contacts
	Add new contacts

	6. Settings
	Backups
	Reset Application Data


